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U.S. House Security Panel Frets Over
Electric Grid
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Many issues covered by a House cybersecurity
subcommittee keep its chairman, Jim Langevin, up at night.
Lately, the worry is blackouts or other power disruptions
caused by computer attacks and how they could hurt the
economy, national security and Americans' lives. He admits
to a sinking feeling that nobody's acting fast enough to curb
the dangers.

Langevin, D-R.l., and other members of the Subcommittee
on Emerging Threats, Cybersecurity and Science and
Technology, are now pushing the need for speed. They're
talking of a possible change in regulator powers, looking to
force faster patching of the electric grid's security holes.
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A wake-up call on the theoretical risks arrived in March 2007. The Department of Homeland Security ran what was
called the "Aurora Generator Test" in an Idaho lab. The test showed that hackers could destroy generators by

breaking into a power plant's control systems remotely.
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In a heated hearing last week, Langevin and others lambasted the lack of
security progress made by powerproducers and overseers since that test
14 months ago. Subcommittee members heavily criticized security flaws at
the Tennessee Valley Authority, which provides electricity in seven
Southern states. And they tore into the North American Electric Reliability
Corporation (NERC), whose job is ensuring the reliability of bulk power
generation across the U.S.

Langevin spoke with IBD after last week's hearing.
IBD: What's the biggest problem in power grid cybersecurity?

Langevin: We've got to do more to better secure the electric grid we rely
on in our daily lives, and for the security of our country. The Aurora
vulnerability is still not fully mitigated. It's clear the Federal Energy
Regulatory Commission (FERC) lacks the legal authority to change
standards, to make them more stringent. Vulnerabilities to our electric grid
exist.

IBD: What changes could be ahead?

Langevin: What's next is possible legislation granting FERC legal
authority to require the industry to comply with closing vulnerabilities,
addressing security loopholes that have been identified.

It may make some sense for the current processes to continue — with the

exception of when there's actionable intelligence that says there's a
glaring vulnerability that could do damage to the grid or infrastructure, meaning (parts such as) turbines or
generators. That process is not sufficient and needs to change. When there's actionable intelligence, industry
could be required by an entity, FERC, to take action.

IBD: Isn't there arguably actionable intelligence all the time?

Langevin: Certainly, with critical infrastructure there are attempts to hack it all the time. That's why firewalls and
intrusion detection devices are installed. But it goes beyond that. Again, this Aurora threat was just uncovered in
the last couple years.

IBD: How would you define the "Aurora vulnerability"?

Langevin: SCADA (Supervisory Control and Data Acquisition) systems are basically safety systems on things like
generators and turbines and pumps, designed to protect (and operate) the various components of the electrical
grid. It was identified that SCADA systems could be vulnerable to an attack.

IBD: What most surprised or troubled you when you found out about the Aurora threat?

Langevin: First, that the threat existed in the first place. It was a threat outside (the purview of) firewalls and
traditional security. And I'm most bothered by the fact that the vulnerability is still not fully mitigated. An attack
could have cascading effects on the electric grid itself if the vulnerability is not closed.

I'm also surprised that NERC, in my opinion, misled the committee (by saying) everything's fine (and that) we're
well on our way to having the vulnerability closed. That's not the case.

IBD: You've mentioned a need to push control systems vendors to build more secure products. How might they
and other vendors be encouraged to do so?

Langevin: It may come through regulation on systems used by the electric grid and other entities. Other things
might be done to make a business case for building in security.

Also, | should say that right now I'm co-chairing a Commission on Cybersecurity for the 44th Presidency. I'm
co-chairing it with the ranking member of the (emerging threats) subcommittee, Michael McCaul (R-Texas), as well
as Scott Charney (corporate vice president for Trustworthy Computing) from Microsoft (MSFT) and (retired Air
Force Lt. Gen. Harry Raduege). It's with the Center for Strategic and International Studies. We'd hope the next
president would embrace (recommendations for) securing our critical infrastructures.
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